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Annotation
The paper discusses the history of cyber warfare, its essence, basics and origins, the
Internet and technological advances. As well as threats from cyber war, cyber-
attacks, cyber defences of different countries, viruses, malware and hacker attacks,
information warfare, propaganda, disinformation, fake news, security concepts and
challenges. The main topic of the research is cyber war, as a process following the
real conventional war, as well as an alternative version of the war. There are
analysed global security, the role of the United States, Western Europe, Eastern
Europe, the European Union and NATO, Georgia's geostrategic situation, security
and cyber-attacks by Russia. Based on the research, the paper separates and
explains different terms, focusing on the political term "civil cyber war" presented
by discourse-analysis based on new circumstances. The article focuses on the
hybrid wars, hacking attacks, information warfare waged by the Islamic Republic
of Iran, China and Russia, as well as non-state actors, terrorists who rapidly master

new technologies.

The paper presents its own opinions, recommendations (based on research), as well
as analysis and recommendations developed by foreign or Georgian experts and

specialists.

The dissertation contains three chapters (three subsections are given in each
chapter), in-depth interviews with experts, discourse analysis, conclusion and

recommendations.

Chapter One devotes to the creation and development of the computer, the
creation of the Internet, the first connection, the history of the "web concept", the
creation of the virus, the essence of cyber warfare, historical overview, the first

stage of cyber-attacks and cyber wars.

The first subsection of the first chapter discusses the theoretical and practical
aspects of cyber warfare, its place in modern world politics. Based on the fact that

various experts argue about the definition of cyber warfare and there are frequent



cases around the world when cyber warfare and cyber-attack are considered as one
term, this section discusses the difference between cyber war and cyber-attack.
Three basic methods of cyber warfare and examples of cyber warfare are

presented.

The second subsection of the first chapter analyses the historical aspects of the
transformation of cyber warfare. Since the refinement and development of cyber
warfare production methods is directly related to technology upgrades, this
chapter analyses the forms of cyber-attacks and cyber warfare - what technologies
have been and how they have become. Active and passive cyber-attacks are
discussed. The most active types of cyber-attacks and malicious code attacks are
presented. Based on the research, we identified three target groups of cyber-
attacks. This chapter presents the financial data of the international research
company "Gartner" on the development of cyber technologies in financial terms;
also a report by Cybersecurity Ventures, where the losses from cyber-attacks by

2021 are counted. The focus is on the threats posed by Russia.

The third subsection of the first chapter discusses various theories of the concept
of cyber warfare. The Tallinn Manual, developed under the auspices of the NATO
Cooperative Cyber Defence Centre, discusses violations of cyber warfare under
international law. Brief historical sections of NATO-EU on cyber security are
presented. The focus is on the US attitude towards financial investment in terms of
cyber technology development. US cyber security strategy, national security
strategy, Russian information war doctrine are analysed. This subsection includes a
quote from Dean Chang’s book, Cyber Dragon — China’s Information Warfare and
Cyber Operations, which describes the development of China Information

Warfare and cyber operations.

Chapter Two - In this chapter, based on the methodology of political realism, we
discuss the transformation of conflicts in the context of the new geopolitical order

and how important this methodology is in international cyber politics.

Xi



The first subsection of the second chapter - virtual threats are discussed where not
only cyber-attacks and cyber wars are considered. Information, propaganda and
disinformation manipulations, brief history and development in cyberspace are
analysed. The focus is on fake news and these issues are supported by various
examples. It analyses how all this works in relation to Georgia and cites the 2016
NDI survey. In this subsection, our research presents the classification of
cyberspace and discusses the black market, which is a major threat worldwide.
From the book by Kenneth Knapp, a cyber-security specialist the information
provided on "Cyber Security and Global Information Assurance - Threat Analysis
and Response Solutions', published by the US Air Force Academy in Colorado,

deals with the black market in cyberspace.

The second subsection of the second chapter is devoted to the analysis of the
impact of modern high technologies on international security processes. It is noted
that the development of technology and the Internet has had an impact on
international security processes. It is discussed in the framework of the force
balance method, or force balance methodology. Numerous examples are given of
Russia's cyber-technological capabilities, as well as those of the United States,
China, and the Islamic Republic of Iran. Attempts by Russian hackers to intervene
in various elections, including the 2016 US presidential election, as well as
examples of Chinese cyber-attacks, which are of great political importance

internationally and an important element in the balance of power, are discussed.

The third subsection of the second chapter - this chapter discusses the
phenomenon of cyber warfare in national strategies, NATO-EU cyber security
strategies, the threats identified in the Russian state security strategy, the US
security strategy and the importance of cyber technologies. Cyber politics based on
Richard Cohen's "collective defence" methodology is analysed. Various historical
aspects are discussed, as well as in relation to Georgia. The data of the Global
Cyber Security Index are given, cyber war is analysed in the EU space - an

example of a record-breaking cyber-attack and a defence company that dealt with
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this attack. Antivirus companies are considered as a defence mechanism against

computer systems and programs.

Chapter Three - the analysis in this chapter is based on the methodology of
behaviourism, which occupies an important place in terms of cyber security. Not
only is cyber war, cyber-attack, and cyber security analysed by our behaviourist
methodology, but also the example of the US Army working on this methodology.
Four layers of cyberspace are separated. The threats posed by Covid-19 in
cyberspace, high activity of hackers and manipulations related to the virus are
analysed. Data from an active hacker group has been recorded. The opinions of
cyber security expert Lucas Olejnik are used. Here is an analysis of what Covid-19
has caused in the areas of hacking, information warfare, disinformation-
propaganda, an article published by Znet, which deals with the disclosure of
personal data of Georgian citizens. The importance of digital currency, its brief
history and essence, as well as the case of the Islamic Republic of Iran - capabilities

and cyber security systems are studied.

The first subsection of the third chapter presents our research, discourse-analysis
of “Mtavari Arkhi", "Formula", "TV Pirveli", which represent a politically
motivated one party. Hate speech is felt in the programs, misinformation is spread
almost continuously. On the other side are Imedi and Postv. These TVs try to
neutralize or balance, but they are also representing the side. We have given a
review, discourse-analysis of the programs of these TV companies and the idea has

arisen to introduce a new term in the political dictionary - "Civil Cyber War".

The second subsection of the third chapter is about asymmetric threats and
jihadists cyber warfare, this chapter analyses in whose hands technological
advancement is becoming a dangerous weapon; terrorist activities of the terrorist
organization "Islamic State" ("Daesh") and its affiliated groups. Examples are given
of how cyber technologies are used to produce cyber terrorism. According to the
report of the State Security Service of Georgia, high terrorist threats are given.
Based on the research of a security expert, Professor Vakhtang Maisaia, this
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subsection provides information on cyber terrorism, which allows us to conduct an

in-depth analysis of terrorism and cyber terrorism.

The third subsection of the third chapter - this chapter analyses the 2008 Russia-

Georgia cyber war and cyber threats from Russia.

The paper develops an authorial project - "Georgian National Doctrine of Cyber

Security Defense" in the form of a general section.

In-depth interviews with experts - In-depth interviews with security experts and
sociologists related to cyberspace, cyber technologies, cyber warfare, cyber-attacks
and cyber security. There are list of selected experts: Amiran Salukvadze, Nika

Chitadze, Levan Nikoleishvili, Andro  Gotsiridze, Zurab  Bigvava.
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9JL3msBGSE0sd0 396 B983s. 1973 ol s0fym i35 MmMO o 3MA3s605L
dm6O0L, 3003900 300330993HGM0L 5HYgmdOL BodgzBHMOM MBGIGOOL MoMdIDY.
390356Oms 135 Losbodo®merm bbmds. LEdMEMMEO EIIGHIOEEs, Omd 1940
P9l 3@Bsmgl dowfigggos dmnyBo, dolomzol MB39bgdos bgwbsfig®mgdo,

3 505830000 0. "3063900 99dEHMYTMBMZE0 Bobdobol godmdymbgdgwo Jomzgaro”,
3obgmo ,,e9bmbsblo“, 2017, a3. 1. http://www.resonancedaily.com, ¢3565136gco o0gbs

390059m{jdgdeo - 03.07.2020.
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3906mBomE3L  @s  9blbos  2odmmzEromo  dmfymdomdol  dwgdomdol
3606(303900. 9909 30 GmmBod Jgdeom, Fgqddbs ob, MOLog 30MH39Wwo
30330993960 9HMs. I3 ©ILEGHYIMJOMEs© 89230005 3MI35m, BT
306390 303309)EgMHolL T99Jabgero s@Sbslimgzos.*

30330GgMo - gl MOl 3MMAMSTol Jobg300 93EMToGMOE FoMMNIIPO
UHGsgo dmddggdol LobEGgds. gergdEHMmbamwo dsbdsbs, Mol doMomso
560869055 0O JMEMEMdOL 0bxgMMTs300l Jgbobgs, ©MTs390s
39053935, YL Jb Y39 dBIOO NBOM IO BIOMZDo© 3396306909, Fog™sd
30330GHgOL  JoM0mso  BBJ30gd0 6 Tg33wos.  goolL  emgdo,
5G9 mdL  30330FJMJOOL  Mromgbmds s 0bgqfgds.  GH9dbmemaom®o

90093990l  {gomdom Tgbodegdmdgdo  gzgws  39dbolzme  LobEgdsdo
3o0DoMO©s - IMdOMO  BHwgnmbgddo,  93¢™IMd0Egddo,  Lbgsolibgs

Lompsbm o bsdgfo®dgm sbosysmqddo.

1974 §9gaol 890ddbs 3063900 39MLmbsgrmEmo d03Mm3md3om@gho ,Altair”.
dobo 9fsmBMgdgo 0ym, g MHMIGOGHLMbOL ssOLYdIMo 3335605 MITS.
30360 ™ 30330993900 ,Altair” oMo 96 sLsfgmd 30md3egd@L, o6 3Jmbeos
30093053 5 dmbo@dm®mo. dmbsgdgdols 899356s bmME0ggdmos obs
3569abg 931900 25sdMM39egd0L Bodwsegdom. 53 3M33099BHIMHOL
06@9m36M9BHoGH™MM0  dgobodo  d9ddbs doew  4goBHLOL  Joge  ISMLYdIMTS
3M03s605  ,Microsoft™ds. 1977 (gl a50mg30s 3093 ©999body
39OLMbsremo  3md3onBHg@o - Tandy, Commodore, Apple II. 5350256
3odmbo®mBg305 Apple, GIgeog 99ddbs mMTs sboasBEOS Igymds®mTs - BGog
XMOLAS s LBEHO3 3mBbYs3ds. 3MI30MBHYMOL F9ddbsdg (1976 Fgaol) oo
©5oMLgL 3335605 Apple Computer, Hmdrol Loddom MmGBoLssE J5dMm0yYygbals
X 0oL 3dMdgdol dobol gem-gmmo Lsdobgdgwo mmsbo. dsmo dgddboero
30330GgM0  godmomBgms 39030 ©oBsobom s Lvodgmmdom, 1939
dbmgom dsBIEGHB0M 30M39WO 0gMm BIMHOIWPO JMIB0Z0M. 53 dmEgerols d9ddbs
009bs@ FoM3o@gdMwo 50dmPbos, Mmd 1980 gl Apple Computer-ols

* Levy S. The Brief History of the ENIAC Computer, Smithsonian Magazine, 2013, p 1.
https://www.smithsonianmag.com, 13565136950 0465 250059mfdgdveo - 04.07.2020.
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999mbs35¢08s 117 doomb ms®l dosmfjos. 1979 gl godmzos Apple II-
ols 30x0E0Mgdwo dnwgero - Apple II plus. ol »gOHM Jg@sE IHBZgHowo
0ym, 300009 fobs dmgero. Apple II plus-oliogols 99Jdbognds ,,.9e9dEHO™bYo
3bmgmgdol"  30639eds  3OMYMTod - VisiCale gl 3md3omGaco dEocy
130MIJOOL  ¥3MsBHYHooL  [o®mdmgdolmzol  LgBombme  0blEMWINBEH©
59;300.°

300303900 04MRs 05dIDS:
306390 ®MoMdd - 3M330BHMd0  SfYmdowo ogm  Wwsd3gdom, 1939
9994 GHOMbM-bbogm®o Jos39000. sgmds sbdsbgdds 0s®lgds 1950-1957
fangddo. ,960530“ ofjmbos 27 GHmbsL, oao 9gagdmes 18000 sd3oliysb,
0353905 200 92 g5OHoO®dL. 333099EgO0L LsdMIosm@ BsFoMHM 0gm MsIMS30
36MHmyM530LBHo0 s 0b0bgco. dMdsmdol Loddgrsgtg §sd8o 10-15 somsbio
5H0MIYAH0ZMWo  Mm39Mo3o0L  FgueOHengds  oym,  Mo3  ©®9396gw
303309E 9O b 969300 doer0sb doMgs. dgblogMgds dsabo@® mbyby
0y omdmoagbowo. i RodBHMdM0350 HoMdmoaabos 9Ju3gM0dgbE e
dmfymdommdgdl, 0ddbgdm@s  Lbbgoolbgs  0gmMommo  ImlsbGgdqd0L
99Lodmfidgdes. 3603369035605 0b BB, ™A ,,960530L% 3sGoErgaEmEs,
©OE 3MmoGsbgmdo  LooMdwmE  offs@Imgdms  3md3om@gcmo  IBM,
O0dgbsg  dggderm 390l godoxn®3zs. 580l asdm  ogm  ob
3oL50EMIMYdME0. 339 (36MdOWO FodBos, sl 09gbgdbgb A9GMBsb0sdo
3060390 s dgmMg  AbmBWwom  mIgool  OML. 3oL FodoRMI0L
35090530300 dgomeo dgddbowo oym 3OHMmBGLOMbo  FomgToG03Mbms
X39IB0L J0g6, G®MIGedoi F90Mm©s 5¢sb GHoMMobyo. 1943 (ol wmbombdo
3. 60m39bds > @. FaoMgMOB 2odM0oPMbYL obgsbs ,,Colossus®, GM™Igwos
990290m©s 1500 9w9dB®mbmmo @wsd30Lsb. 1937 (gl dsmgds@olzmlids
3m350m© 9039635 F900Mdszs OO  QvdMmImzEgwo  dsbdsbols  Fgdadbols
309d@0o. 59 bgddgdo 500 s0sL0 MO Bsm IBM-ob 360H9)H0b@ds GHmasl

> Levy S. Steve Jobs American businessman, Encyclopedia Britanica, 2020, p 1.
https://www.britannica.com, v)356553369wo@ 0465 3osdmfjdgdomeo - 04.07.2020.
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353Umb3ds. sdom oofiym Mark-1-08 ©s3MMgdBHgos. 3OMmdzos 1939 Hgwl
IBM-ol bobgaroom go8m300s.

1955 (gl go®ds  Ferrant-ds  godmdgzs  3md3om@ato  Pegasus, o0
30330GHgMdo  250mygbgds 33m3s LogMHomm  sbodbgdol  MH9gAoLEBHMYdOL
3Mb39830°0. 990amddo  30md30mEHgMOLm3oL  $33-0b Lsb®zsm  FGarm@EGob
Mx303gM3s  (500F0Mds), 3MMAMToLBHTs, Mgol bm3ghds 8gdds 3oMzgaro
3MI30WOBHMOO - 3OMmAGMdd, MOMIJE0oE  99305b0LmMZ0L 2oLy gd  9bsBY
©09h0w  3OHMAGMSTL  09Madbos  FobJobols gbsBg. 9856  Log®IbMdEs©
2O95©30s  3MOMaMsdoMmgdol  3OmEglo.  obGHMMOMWsE, 30603910
30330GHgMol  319dgdYdGIS©  0mM3E00sb,  0bBMETs300L  gMEOOL
39949690, 3wmE 996mbo, 3OHMYMmF0MIOOL s SWMOHO0MTJOOL DYoo
0994dbgeo,  Bomgdo@olzmlo,  swsb  GovMobao s  39dMIMNZWgE0o
mfgmdowmdgdool  3mblEGMJ300lL 93GHMO0 xmb Rmb 690dsbo. 3oMzggwmo
05Mmd0L 3mI30mEHghgd0s: ,960530%, ,EMo-2%, LEHMmgws®, M-20 s 5.9.

dgmemg momds - 1958 (erosb gwgd@®mbmmo  39gdbozol asbz0mscmgdsad,
Godog  03Mobbdgds  bsbgz960d@IOMImo  gargdgb@gdol  a5dmBqbo,
39653060Mds  3m330BHIMIO0L  2ob30maMgds, by Fgmbg  omdol
30330vGgMgdol  dgddbs. od3s Fgoizsws MBd™  LHMsxgo s Lsodgom
AG®56DoLBHMOOm. 53 Bs649bgdl Igbliogegds 3Jmbsm Bsabo@ME MW sbgd by,
0960m5960b96 350G BMmEgdL, MHMIgdLsE3 TgbodEgdmdy 3Jmbsm
63530 06300MH35300L EAbLMZMGOOL. Fobds MoMdOLOYSE oblbgsggdom, 9us
05Mmd5 MO Lsodgom s LHOSxzo ogm. sbggg d9d3oM@s dobo  Bmao,
3990yggbgdol Lgghm, 58056900l MomEabmds, 9bgMyos. L 0ygbgdEb9b
bbgoollbgs 93mbm303MH0 s BEBIGHOLEGH0ZMMO 53M(3569d0L sTMLObLBYW .
0m3wgds, MM Jgmemg MomdoL  3mI30BHgMoL  [izwowo oo  oym
L5d93b0gHM-3 9960390 53M(356900L 45FY39GOL Logdgdo. ob, MoLOE L
3905b0m  ™m39Mo@GomE  LobGgdsl, 30MH3gwo I momdol  3ma3oEHg@do
399Mm0ygqgbgl. 5939, 99 39M0MmETo 8904dbs 3MIMPMGO0L 9bgdo: 3MdMEO,

46



BOOG60, sEammo. dgmeg 0smdols 3md3oGHgegdos: M-220, BESM-4,
URAL-14, MINSK-2, MINSK-4 @y 5.9.

dglsdg momds - 1964 (gl go®ds IBM-0s 9d3bdme)enosbo dmfigmdogomds
fotoy0bs. 3m3309BHIMd0 gOHMBbgNL 3538060 IdMEBI6 M3gMsEH0WEo
LobBgdom s 3JmbEsm dMIHBIdOL gHmosbo LolEgds. 1957 gl GMdIOE
Bmolds, GMIgedsi 9999y 306MTs Intel ssGLS, godmogmbs LHYmBOoEo
39000, HMIoL 15O GO BoOROEIDY MI3BEYdMEs MIIH0TY
590 GBBoLEGHMMO o Yz9ws J98s59Mgdgwo  Bodwmogds. 53 Lggdal
oPms ,Bo30% 1968 fgaol 306M39c0 Bo3dosbo 3md3on@Egho gsdmgzos, 1970
ol 3o Intel-ds PodoL gogogzs @oofiym. Intel-85 59539 ol @sofym
390G MEmO 3OME9LMOOL SHYmds bsEMA0MmO Bodom. gl oym 306H39wo
30360 M-36m39bmO0L  45Bbol 3gMomo - Intel-4004. Bo3gdol 450mygbgdsd
dgLsdg ®omdol  3m330BHMYd0L  Imgdggdol  LobiMoegg Loa@Mabmdws
558505, M3 3olbdmds 80-100 smsl sGOMIYEH03ME M3gEsEosl §sddo.
50539 396M0mdo 890ddbs ©@ob3o, 96 oLIMMo Godol TgblogMgds s
063m®ds300L  99939b-350mIEobo  dmfymdomds,  GMIgbsg  Mfhmoglb
»@OLBEGO“. OO, 64 oMy TgblogMgds 2ob3zmzboos 03 0bgMm®Tsiool
Q5L5TobLMZMIOWSE, HMIgEoE F90dEgds IM935¢X IO 0gbsl godmygbgdwyero.
LHmOgo 59 fergddo IBM-35 ©sofjym 30830390900l 350md390s, Gam®3
35306,  81Y39 ©OoEO @S 0d  EOMOLMZOL  Yzgwsbg  dEezco,
d3065M0M0I0 3003309)3H)MGdO0LS.

50539 396M0m©L 353000935 0lgmo 360d3bgemzs60 300390 AW MBI IMHO
Jugawol 89d4abs, OmymOoi Internet™-0s. o939, 90MmPAbEs MIgMOGHOMO
LobGgds Unik s 3GMyM306M9d0L gbs ,C”, 50 439w sxz9Mds 30 doosh oo
3939bs dmobobs 3MHMYMmsdMe BodgommbBg s g LG MIJEYds.
Jd9Ls39 0smdoL 3MA30Eghgdos: EC-1022, EC-1035, CM-2, CM-4, EC-1055 o
5.0.

39mobg 0smds - 1975-1985 {fengddo 498083900 3033099GH9M9d0 930360l
dgmmbg  05MmdsL.  ®MI3d  9MLYdIMBL  Lbgs  AmLsBM9dgdoE, Moysd  od
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3960mobm30L 3330EIOOL 296300630l MbY M 0Ly FosEro OYm.
3600369wm3s60 350633 ol s60l, G 1980-0560 {iergdol sLLHgolowsb,
396LbMbsOO  333093HYMGIOL  49dMBgbol  ysermdom, 3mI30EHIOHIWO
3996035 LEBMPSOMYOOLMZ0L bgerdolsfizmdo Aobs.

dgbomg momds - 1982 (ol 0s3mbosdo Fgoddbs 30md30mEgMgdoL 5900l
3065035, 98 3OMAMToL  dobgz0m, 1991 gl mbos  2odmbivyerogm
LEOMWOoSE SO BHodolb  3m330BHYMHgdo,  OHMIGdos  bgwmgbmeo
06@9w9dBHob  5dmEsbgdol  sdmblbsbg  0d69dm®s  MmMH09bEH0MgdMwo.
30330vE 9900l J0MOMsEO 5dMEsbs 0469dMms 965 0bBMETs300l, 6589
3Mbob 99b65b3s o ©odwYdaggds.°

0b6&g6m6gEob dgJdbs

1957 §geol LodFmoms 3538063s d9ddbs bgarmagbmMo  mbsdybogMo, Hmdgwos
©9530fol  mOBOGHIBY 2935, U GodBHo  8990m9dYo  FFSEHIO0L
053053306 9fygdsd  dooBbos  LodFmms  393d0M0L  BHgdbmermyom®o
90093900l oo Bodbmws©. 080JMOIL, OMI BsOMMISLIGHIO0b0 MmToL
39000bg935d0 5396003990l  0bxzmMTo300L  goo3gdol  Loodgm  LobEgds
©LFOMEOIOMEOIM. b3y sMLYdMo  LolEgdgdol goom-ghmo bszo oygym
L5530  (396GHM0, 9PO0W0, GMIWOL  gom0dzol Fgdmbgzgzsdo Jmgwro
LoLEBHYTS odM30MES IPYMOMOEB.. sd0EHMI LoFoMMm ogm obgmo Jugwols
399965, OMIganbsg 96 94690Mm©s FoOM30L 9OH0sbo 396GHM0 s BMIgerody
19adIBEHOL F5m0d30L MHML LoLEBHYTs TgMRIObYdIWSE 03To390s. 50 J0DIBL
obobsgs dmfobszg 3MMgd@gool 33930l Loogab@ml osMligds - Advanced
Research Projects Agency, 0a0 3bmdoeos Gmyme g ARPA. gl ogm ol 5qoy0eo,
bogo 990885398 06@9MBgEBHOL Lofyobo 3mbEgnEos. 0bdgbg@ol 894dbols
095 53960039 LsIbgEOHMIdL 93mm3bom, bmwm 0ol gobbmM0gegds

¢ Burns D. The five generations of computers, Business to Business Company, 2016, p 1.
https://btob.co.nz, v3s655369wo@ 0465 3os8mfdgdmeo - 04.08.2020.
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5396039935 160390L0EHE 0TS 89deql. sdol 939y d90gdbs 0bEHIMbgEHOL
3990920 396Los - ARPANET-0.”

306390 06Egmbg@ 3938060
1969 ol 29 mgdBHmddg®l ARPANET-0o Bs®rormer m6 30330v@gol dmdob

306390 3530060 8gys. 0bobo gHmBsbgomoligeb 640 3omdg@®om oym

©dmOHgdMYwo. 306390 3m33093H9M0  LAHIPRMOOL 33O MS
0bLEGHOGMGHT0, bmm Igmeg 30330GHIO0 35eoxzmMbool Mbogzgdlodgddo,

Joawsd  @mbobxgergbdo  9gdsMgMd©s.  LEGHIPFMOEOL 33K 930000
0bLEGOGWGHOL 30330GHIO0 ©35300MGOL s  FMbo3E7AgdOL oIYDOgbL
Bormo 35060 (30000Mmd©s, bmgrem dmbszgdgdol gowogbagbols 3MmEgLl
LGHIOEBMOIO B O35 5©Y3690s MZoW-yOL. 3060390 BIOMZOBLL
dbmemE  Lbsdo  LOTdMWML  2oaBHo3bs  ImbgMbs, Loddmwm  ogm-LOG,
doosbo  2osbogbogbo  Lodyzs LOGON-o, 6 LolbEgdsdo Tglgzerols
0356905, I35 Jugo A50mM0ds, oo S©EYJDs 30 FbMEME BosmbabggzMol
3999 9mbgMbs. 8mdg3bm (3005 FoM3s3Hgdo Aodmys. 535l dmygzs 509-
ol Abpoglo  93mM30L  Lbgosslbgs 439969030  0bGHYMbgBol  Jugwgdol
396300560905, 03  Loddgdo 1973 gl EGHObLIGHEBEGH03MOO 35090l
153995000 30390 5M5599M039o MEMYB0Ds30gd0, OO dMOEGBIMO
5 bM39900 BsgOM3696, Moo Jugwo LogHDsdMmGOLMm gobs. 1983 gwb
5MLYdIME aMBsM Jugl ,06¢gMbgEH MMl s dob o bsfowl
ARPANET-0 §560m50y9bs. 0530006 0b@gcg@om dbmwmo 0bgm®dsgool
3930360 s JoEgds 0gm Fgbodergdgero. gl doe0sb Fobyssadmwo Bsdoxo
39000. 35658009 0O IMEMEIMIOL 0bBMOT>300L FoIAB3bs s FowYds
dbmmn  gojbol 89d39gmdom  ogm  dglodrgdgero.  Rodbom 30
365350923960©0560 39JLoBL gogbogbs s Jowgds 18936 LOOMIEGLML SGOL
©5393006900. 0b6BHIMbgEH0M U oM bgdbgds. sLg3g, 0bEIMByEGHom
d9L5dgdE0s JOHMO M3IMIIBEHOL JONOOMMEIE M53Y60dg SYOESL

7 Andrews E. The Invention of the Internet, Internet publisher History, 2019, p 1.
https://www.history.com, ©3565b369w0 0gb5 goodmfjdgdwyero - 04.08.2020.
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2ooaH3bs,  Fodbomm gl godmEogbmeos.  306M35bgro  0bEYMbgBEo
©09356@gmo  06@gMbBgBHoLYYD  dogosh  4oblbgeggds, 03  EM™MOLbm3oL
50058056900 FbMMmE 068305300l 13300 bYL 9O»Tsbgm.8

sbg 0gm 0459, Bsbsd dg3bog®mds God dgMbgdl ¢od 1989 (gl g3mm3sdo,
3G9OBOL IOdMEOEMM05F0 3900l 3mb39IBRE0S 96 HomMY0bs, 96 Bzgbmgzol
3bmdoo Gmames - ,www” (World Wide Web), 53 3:63983300b 0095 gm0
d9bg3000 FoMEH030 0Yym, greolbdmds 0bGgMbyEol Lodwmswgdoom 6o
dbmmnE  0bxm®ds3o0l  2o33wsl, 90989 dmdbdsMgdols o9
063m®3o300L  206mMogLgdsL. sbg 8goddbs 390-239M©Yd0, OMAOLSE EMIL
00 36083690mds 960Fqds OHMYMOE LoobFMOTs30Mm Bosggb@™madol, S1939
536530 3335600, d0BHHLOL dMGBLOMIdOLMZ0L.  SELIBOTbIZ305, BMT o0
d9MbBOL o 53 3mbEgRBEo0L 9dabsli 96 LXMW S M30L0 J5TMYMBYdS
MMM FoMMISBIEH00560 49bss, 399-3390JO0 JMMNT6)M6 BTN gdom
553530005, Moms dMIbTSMYIJWO SOZ0EE PoILEogm bbgs 4390 BY.
&00 396Gyl 08 530L0 25TMAMBYBS 56 5353 GDGS, F56 Ol J5(3BMOMBSL
SBmds, 980@MBs3 0b6GHIMBYGHOL FMIbIsMgdgdo Lbgzoslbgs 399-3396M9dL
4m39ea395M0 25sLoboob 456939 3G IO MdI™.°

1990 9l sbosgro 25dmymbgdol batxbg 0b@EHgMbgEdo Lo@dgergnmbm bsbom
99960905 2obs Fgladergdgero (Dialup access). 5300 0bEgMbgEHOL godmygbgds
35MGH030 @O Y39olmzgol  bgwdolsfigomdo  gobs. @l MsdGms30
LodMogdss  06@gMbgBHdo  Bo®mzolbomzol - 3sbsdaBozO o 3930060,
GIgnmbo, x0FMMHo 3538060, 13gE0IWNMHO  M3BH03MNM-dmF3M3560 bsbo
(wifi) o Ubgs. (36mdoos, M 06EgMbgEHol ImabAs6gdgEms MoMmEgbmds
306390 bmmo ol 9963530mdsdo 50 dogrombsdyg goobots. 2010

8 Weber M. october 29, 1969: Happy 40TH Birthday to a Radical Idea!, Computer History Museum,
2009, p 1. https://computerhistory.org, ©¢3565L369s 0dbs gosdmfidgdwero - 04.08.2020.
 Berners-Lee T. A short history of the Web - Where the Web was born, CERN Accelerating
science, 2013, p 1. https://home.cern, ©3565036gs 0gb6s osdmjagdmero - 04.08.2020.
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fosb  063MbgBH0m  LoMagdmds  LoghHmodmGmolm  3mLidmbivy®o
LoYMM0IBSE OB TglodEgdgero. 10

b 3obs3m 33069 OLEBHMOM0S 08 3MME9LYOOL Tqlobgd, Ml GH9dbmewmyom®o
939305 3d300 @O Mo 8030943569, MHMymEE 3936 1Lo3zgm9dYg, SB939
0936 LEFOHMLOL 99339 FM3gbsdY - ToLMIGOZ0 LMEFOSY MO JugErgdoL
396300560905, 09369 399-3396M@gd0L  F9ddbs, 306MLgdOLS s TolimzM0z30
050X0mMMd0L  Mfyzg@o 97000, 30096OGHIOMOH0DT0,  3039OHIbITsMwo,
30096Mmdo.

300gMlogMmEg (Cyberspace) - 3oMm39ws 1982 (gl godmoygbgl 3GEgw
LEHoG05do.  30d9MLO3MEIA0  0399olbdgds  Y39Wsxkzgho, M3 0bEHgMbydL
353006 9ds. 30dgM3s630 (Cyberpunk) - gl 560bL, GmamME Lsdgzbogm
R96@LGH030L J39:96610, BH9gMobo 3039w 1960-0560 fargdols dmeml o
1970-0560 Hengdol sbsfgoldo ,New Wave” ol bodggbog®m 5356@sbGH03MM
bmggwgddo obdstgl. 3009MLsRGbMgds (Cybersecurity) - 38 Lo@yzol
306390 25dmyg9gbgds 1989 (gl 93b3gds Lsdg3609MM WO EIMSEHMESTo.
3009605658590 (Cybercrime) - s6UYdMOL IM35¢0 EBIsEol GmOIs:
530656LMM0, MIVEOMNMBS, 3009MHIT30MJIOL, JMYMHPMOOL s bgdoldogMo
©5bsdomols Bogbs 0b@gmbg@do. 3009M©o33s (Cyberdefense) - gl Lo@ygs
030399, 653 3009MMLOROMBMIDS, gl 5MOL 3009MHBITsrIeol A5dM3e9bo,
369396305 @d  6goa06Mgds. g MRO™  bdoMs gbgds  Lsdbgd™ o
Lo0003MMdM  LobBYdgdl.  J0dgMm3gdo (Cyberops) - 300gHM3gM30900,
dmo393L  3009MOLO3MEIL S bMME0ggds OMAMOE (9dbozMMo, sB939
56539d6039Ms.  3odghgmozo  (Cyberdelic) - gbgds  bgwmgzbgdsl,
23ORIBLOMGOSL 96 083MgboMr  2odMm(3EOEGISL,  MHMIgEog  0bGHIMbgEHOL
53BHoMo  ImbTomgdol  botxDdg  bmM3090©gds.  30dmMyo (Cyborg) -
399603196050 29olbdmdl 3009MbgE030Ls s MEMYSBOBIOL Fgdfiydsls, 9u
65036530, G53 990905 OMIMEHo bsfoegdoligsb.

10 Ambersariya D. Types of Internet Connections- Wireless, Dial-up, DSL, Fiber, Cable, ISDN,
Technology Website Invention Sky, 2019, p 1. https://inventionsky.com, v35651369wo@ odbs
390059m{jdgdmeo - 04.08.2020.
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300Mymyemo  (Cybrarian) - 309896Md0d0M™MY356M0, NBOM  IMIWI© -
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Market Segment 2017 2018 2019

Application Security 2,434 2,742 3,003
Cloud Security 185 304 459
Data Security 2,563 3,063 3,524
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Other Information Security
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ISecurity Services 52,315 58,920 64,237
Consumer Security Software 5,948 6,395 6,661
Total 101,544 114,152 124,116
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930946900 goedo 530930l 493039 gdol Tgbobgd 0bFMOTs30sl FoMEH0Z5©
LG50 d000qd9b.
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3009HMLIROMbMYdOL 5xdolldogMo s65¢0BoLsl 30M39w0 Bodoxo «bs ogmls
3009MLOBOMbYgO0L 13gJBHOOL OOYMTs, MOE SOLYDIMEO 45dMf303900m SO
3963000900 s o8mf3gmwos ICT-ob (Information and communications
technology) s©031M30wMd0L  Lodwowgdom. ICT-o Mol Lozmdmbogzszom
A9Jbmmaos,  5MHOL  0bBOILGHOMIBHMMS s  30I3MbgbBHJd0, BMIgdo3
04935 0bs89MmM3g  godmmzmol  LsdMoegdsl.  ICT-ol  gMmosbo
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L50b6x53MMT>30M LOoRIBEHM ,B3YBHB0ZOL™ 156593CIMIYOL §310036M@Om. G 5O
5ol 306390 Jgdmnbgzazs, HMmELsg Lods®m3zgerm GlgmoEsb dmdsgswo
4oedo  0bgm®ozools s 3mmoboMgdo  byobgm®mdszom 35835600l
dlbggMm3eo bgds. Hmym®3 39ebob3do 8 dsMy 3006H0IWO LogMmMbygdol
Lofobso08gam 93030 396EOOL MbsFIOMIgEo 30EEL 3gMlsbligslso
5(3b5gdL, MLgmOL 53M(35655, LEBMASOMIIOL bbgoolbZs XyMBIIL FmMob
MmobbIMGOOL  godmf393, ©9ddMYMdOL  GUIoWS(300  LBMPSMYdsLS o
0003MMB3L  JmMol, sggg Im3sgdodg  J9399bgdol  s3oMmoL30MYds. Mbs
39003 Mo  EIHObRMOTs305L O Yogd 53¥90L, M50 oL bgyodo®
B90mgddggdol  sbabl dmdowsdgms  sBOMMZbdsBg.  FgBHoE, SMLYOIMdL
d9L5dgdEMds, OMI  Imgoodggdds  bbgs  Labgwdfoxzgmagdol  3sGbsboom
©500ymb dmgdngds. Fsadomo©, 9MBI369ddo bds dolLzgb Ebm J3996ol

¢ Cornish P. Cyber Security and Politically, Socially and Religiously Motivated Cyber Attacks,
London: Publisher European Parliament, 2009, pp 8-9.
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50b0dbmo 30335605 HoMImogbl ©939wM3gMHgdol 0bEgMgLoL LEgOMU.
»Github“-ol 390-2390©bg 992030500 5BHZ0MMHM® S oMM MJ3960
369d@H9gd0, 89ddbsom Lbgoolbgs 3MMaG539d0. 3mI3s60s  s9MHmM0sbgoL 40
doeombbyg 99 ©939w™39ML. 2018 (gl ,Github”-bg gobgbm®mEogas DDos
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Pystea: https./'www.wired.com/story/github-ddos-memcached

0530535 3-Bg 3bgsgm, MHMI 1.3 GHYMH050G0 LoIIWs3EMOL  M53oLBIS
396bMM (30900, 353659 9305(330LM30L 1.35 FHMBIOGEHO 0gm 2odMYmBOO,
3009605305bA0L  3OMEgLdo, ©59gbodg Losmol  2sbdsgwmdsdo  Lso@o
00mgdol 2589MH@s, LOLHGMORY I3gIMNWO 0gm s 3MMYdBHad0 6 BB,
536530 3MMIJAHO 0350, ogMsd gl y39oxgMo 99damd 50sA0bIL.
“Github™l 03936 MR oMo JOM-gMMO Y439 s Ho®do@gdmwro 30335605

70 390L56L3LO 3. "EgHOEBMOIEOLMD S Yoemd 53BGVMB LadGIMEIZ S FSMEH0Z0 ©o
LG50 2B 56 sOGLYIMBL, b JMIYE3500560 LEHMBHNH0s". bdJoMmZgeml LoBMYSMIdGOZ0
0ofygdgero, 2019, ag. 1. https://1tv.ge, m3565L3b9es 0dbs gosdmfidgdmeo - 14.06.2020
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30096LOBOOBMYOOL  JodoMrEgdom - ,Akamai”. s0bodbmwo FgEg3zoL
090009y  509b0dg  Losmdo  ,Akamai”-lLl  39d-MLogGMbmgdol  3039-
3609H09bEHs ®M8 Bmamds obs3bos, MMT 500 353056000 FglodErgdwmdgdo
239B5MO©IL by gd, Moz 0b6@IObyBHLOZMEI0  5MO30L  MbBobogl.  Fuends
50b0dbs, M™A d9w9dosm, 03039 LOTs3MOL F9Eg3oL 303 B9YT 3 93bYb:
P390 293BoMgo  Gglodegdemdgdo  byoxgd, b ©93mOOIEC0
3009MH™o3soLbAs  oym. 8y  @oMfImbgdmmo 356, 0999y 99EH939L53
399993530930m, 009 ol 1.3 Tbps 56 509853 9ds. 09300XJMJONMDS GO0,
003 JgmM95 MgoErMds, 9O 3030, F9IIR0 093oLLTS  Mdgbo
ddo3M0 0469ds“. ™

363020600 HMAMO R IOMN-9MHM0 MHSWS3R000 99d560Bdo

306059308 5 3089OM3sLbTJOOL  BMEYDY  oBHoMe  bgds  dsmo
0990535390900 8949603900l godmymbads, 300390 s6EH0z300Hlo 1984 gl
3m3306B3s> 994365,”2 omgl 30 5OLYdMBL £159M530 SBEH0Z30MbEo 339600,
OmIwgdog  099dsmdgbh  96GH03060MLgdol  d9ddbsbg, obobo  A30935BMdI6
3960339 BoLOE B39 gdM03 SBGHO0Z3060MLIEn 3GMYMTGOL, T3S S1Y39
©O0EO 33356093030l 899mTo390o 59300 d0BbgL-56EH0306MMgdO,
OmIgog  96GH0300HMLoL  LOer 35393 IMo3sgL. Mo Lsomddgaos,
OMdg 96@H0300mBg 990dwgds 300d35m, MM LEOHYWOoSE M HOOHMBIgYMAL
(339U, 596 g439es 96EGH03060MLL 5d3L MOWOE doMlio s MOWsE dobmlo,
05658 B39b 89a30dos gobgzobowmo dmbs3gdgdo, vy MMM d9dsmd9b
obobo. 53 FBOHOZ3 JMM-gOH® Y39wsHBg O IMO3MOM300L  Fomdmoyqbl
»39U39ML30 .

»3OU39MOLI0“ oMoy gbl Mlvgen 30335605L, MMIGELsEg MBOEFOSLMMO©
0y969096  Lbbgosbbgs  J399bgddo, dsm  GmEolL  $33-ol  Lobgedfonm

7l Newman H. L. GitHub Survived the Biggest DDoS Attack Ever Recorded, Media Company
Wired, 2018, p 1. https://www.wired.com, ©3565b369ws 0gbs gosdmfidgdwero - 16.06.2020.

72 Leiden J. The 30-year-old prank that became the first computer virus, Information Technology
Company The Register, 2012, p 1. https://www.theregister.com, dcmb 0g65 gos9m{dgdwyero -
09.08.2020.
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Loo29bBHMYddo.  9®LYdIMBL 9330, G™I oL SMOL  dmd3gMro  BMlgmOl
305360MO0L  253w9gbols 398 s dgloderms, HoMIMgdMe  3OHMEYYJ305d0
53539005 353960990 LolEgds 0bxzMEMTs300l  QoEIMLssRs©. 0MdEs
»39U39ML30“ y39es §oygbgde B YISL 0¥ Abgogl IMLBMYGOIL LJoCYMGL.
39393bm0o»  Kaspersky Security Network-ol  LGoGolLEogsl,  MmIgwos
399md394690mos  gwgdBHBmbame s dm3mggdmwos  KSN-ob
3oboffogdmmo  s6EGHog00HWlwo  Jugegdol  godmygbgdom,  GMIgeros
390503L 963085369 133930 3MB3MbYbEHIB0m. Imbs39dgdo dgacmm3zws KSN-ob
dmdboMgdgdolysh, HMIgdoE IMbbIbIb 0bxzm®Tszool dJofimgdsBy.
Kaspersky Lab-ol doqombmdoo 9dmdbdocgdgwro  dmbsfogmdls  ds3bg
15g0056MdOL  Fgbobgd  0bBMOTo300l  JaMdIEIME  o33esdo.  dobo
MLOBOHPHMYOOL Jugerol mobsbdsc: Kaspersky Lab-ol  9005(939@0eg09dds
©o0m3s 989432 403 JgBg3s, O®MIgdog obbmdE0gwgdmos mbrsob
M9LYOLYIO0E AbmBwoml 203 J39ysbsdo. 560 025 316 Mbozswmedo URL ogdbs
5005Mg00, MMamO3 85369 390-339M©0L Lofiobsswdgam 3md3mbgb@gdo.
Malware 36MHmgMsdol 99d39md0m, OHmIgeoi 89Jdboeros gol Im3sM30L
doBbom, Lodsbzm sbasM0dgdbg 0b6EIMbgBH0m famdol gbom, 197 559
9mdbdsMgdeol  3m33019GHIMJOTo  H0dDEIMIS. Ransomware 9939390U,
Omdgwog ogm 229 643 M6035¢Mo  dmdbIoMmgdergdols  3m330v)3H9MgdbY
»39U396OL30L“ 56303000 2od3¢03s. 93 9bEH0Z306MMLTs 50MoBobs 230 051
054 <96035¢0mM0 85369 @o 3MmABHIBE0MNOS©  9MLOILMMZgO  MdOYJEgdO.
»3OU39ML30L" 3OMYM5090ds dMdOMMO FMFYMBOWMDYOOLMZ0L L3935
39dmog3obs 870 617 35369 0blEIWsE300L 353930, 13 129 LsdmbEoegm 3539¢)0
@5 dmO0MH0  Bsdsb3Mm  BHOMM0s6gd0. 1939 13 179 Lsdmb@ogm 353930

dmdo&mo Ransomware Trojan-o.

300960565050 gdol 80ge 250mygbgdeo 9JudesdoE0gdol dobsforgdols
d9Lobgd LBsGHOLEH0ZOL MBsbIs, Microsoft Office-ol 53¢0035:30900L b5309dd0
oo bsfoo ara39wos (73%). y39wsdy 393MEIIdMEo dgzEmdgdo
dmem 3350Gsedo ogm (CVE-2017-11882, CVE-2018-0802) Equation Editor
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3MMaG535do,  MHmdgwoi oM Microsoft Office-ol 99950006 ™ds580
9900005,  dmerm dmbsgdgdom, Microsoft Office-do ©ow3ggeos CVE-2017-
8570, CVE-2017-8759, CVE-2017-0199.

05650906039 390-365HgM0 3033 gduGo s TMEFWL MBS JNEMGO
305910 MBOHMB3gmgmzol  mzsmbsbOobom, Moz offggal  sbowro
bs639Hg00lL  5©0dmPabsl  (13%).  30096053oLLAGBOLMZOL  Y39WwsBY
293039wgdo Lodobby sbmdGOg  oMgdmdo Microsoft Internet Explorer
M9 HgM0s. Fogooms, Google Chrome-l dMomHg®To, HMIgEds3 doowm
3965bgdo 0bx3m®mIsz0s M0dYbodg 3MO0GHO3MW ©sv)(339wmdsby (CVE-
2019-13685, CVE-2019-13686, CVE-2019-13687, CVE-2019-13688), 6 ogm

36HMdE9gdgdol 2569dg.

LobBHYdsdo  3M030WgaO0lL gL s300L390  F0TIOMMEO Y339 MOl
wdgAHgbo  bsfowo  Impol  Mm3gMsGowmwo  LobEgdolb  0bogzowsEmE
bgM30L90bg ©@o  FMIBAOYOIWGIL  FMOOL  JM3MWHOHME  FOMYGMTJODY.
3603090900l gL3oWsE00L  IME39LMDdIOL bl Mo
96039050, 596 obobo bdoMs 0ygbgdgbh dogbg 3OMYMs3gdL (malware)
L5d0BbY LoLiEgdol 8900 FodmbfmMgdolmzol.

Google-ob  933¢9356M35  490Mog39ybs  0BLEGHM®NMIBGHO 3  3OMOdHIOL
©9ImbLEHMoMYdOLMZoL - CtfTool, H®MIgeroE LodMoEgdOL odergzm, s0fymm
360Hm3qLg00 LobEgdol 3MG030Wga0d0m, 1939 d90EbM™M 33 0Egdgdo Lbgs
36Hm3qLgo0L IgbLogMYdsdo s 89094356M™ MZ0MbJdIMOO JMO.
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kaspersky

Q0530585 2 - 0571339010 53102530980l ©O53EGSFs
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people, London: University of Cambridge, Department of Computer Science and Technology The
Computer Laboratory, 2017, Chapter 3, pp 1-2.
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77 Caputo D. Applying Behavioral Science to the Challenges of Cybersecurity, MITRE solve
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